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Stay Cyber Safe

Stay safe!

Beware. Counterfeit merchandise can 
find its way to sites like Amazon® and 
Walmart® through their third-party 
vendors. The government agency that 
polices counterfeits recently tested a 
range of brand-name products purchased 
through these marketplace vendors. They 
found 3 out of 4 items to be fakes.  

Stick to the brand 
and authorized 
seller sites.

‘Tis the season… for fraud and scams. How much holiday shopping will you do online? 
A lot? Consumers spent an average of $229 on Cyber Monday last year. These days, 
it’s not enough to pass up bargains that seem too good to be true. To stay safe, you 
also need to watch where you find deals and how you pay for them.

Jumping to deals from social media 
advertising or an email link may lead you 
to a fake or lookalike website. Always 
type the legitimate website address into 
your browser. Fraudsters not only use this 
scam for merchandise, they also take 
advantage of your generosity by fronting 
fake charities.

Skip direct links.

Sounds simple, but scammers often 
convince buyers to use wire transfers or 
gift cards as payment, sometimes 
demanding card numbers and PINs in 
advance. This gives the fraudster 
untraceable cash and leaves you no 
recourse to recover your losses when the 
merchandise never arrives. 

Use a credit or debit 
card.

It’s tempting when you have a few 
minutes to jump online. Free Wi-Fi with 
your latte may not really be free if 
someone hacks your information using 
eavesdropping software. Rogue Wi-Fi 
networks often disguise themselves as 
legit, so skip any network not affiliated 
with the business location.

Avoid public Wi-Fi 
shopping. 
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We’ve come a long way from our first branch 
above Engine Company No. 28 in Los Angeles. 
We’ve just opened the doors of our newest 
branch in Santa Clarita, CA. Stop by and meet 
the local team if you’re nearby.

FireFirstCard App Puts You in Control
Have you downloaded the FireFirstCard app yet? 
Stay in control of your credit and debit cards. The 
FireFirstCard app lets you track your spending to 
stay on budget and set alerts to keep your card 
secure.

•	 View available credit 
•	 Place alerts to keep your purchases secure
•	 Set travel notifications
•	 Use card controls to turn your card off  

if you misplace it
•	 Find the nearest ATM or branch

Download the FireFirstCard app in the Apple App Store® or Google Play™. ¹

¹Apple, the Apple logo, iPhone, and iPad are trademarks of Apple Inc., registered in the U.S. and other countries. Apple Pay and Touch ID are trademarks of Apple Inc. Google, 
Google Pay, Google Play, and the Google Logo are trademarks of Google Inc. All third-party companies, products and service names used are for identification purposes only. 
All service marks, trademarks and registered trademarks are the property of their respective owners.

Learn More

https://www.firefightersfirstcu.org/Locations/Branches/Santa-Clarita
https://www.firefightersfirstcu.org/Resources/Digital/Mobile-Banking/Firefirst-Card-App


Laddering Share Certificates
Do you have a rainy day fund? Experts recommend saving 
the equivalent of at least 3 month’s expenses for 
unexpected emergencies. Consider share certificates. 
Share certificates protect your original investment—risk 
free—with predictable, steady growth at dividend rates 
above standard savings accounts. The longer your term, 
the more you earn. Great so far, but what is laddering?

Laddering works by using your initial investment to open 
multiple certificates with staggered maturity dates. This 
process creates a yearly window to withdraw funds as the 
certificate matures. The chart below shows a 10-year 
example, including recommended renewal terms.

Get a higher dividend rate when you renew for a longer term. You’ll get the highest 
share certificate dividend rate when you renew for the maximum 5-year term.

Worry less. A mix of short- and long-term maturities help hedge against rate 
fluctuation.  
While laddering share certificates may not increase earnings dramatically, it preserves 
your initial investment and provides a steady source of income.

Benefits of laddering:
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Share Certificate Laddering, 10-Year Example
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1 Year Share Certificate

2 Year Share Certificate

3 Year Share Certificate

4 Year Share Certificate
5 Year Share Certificate

Maturity Access Year
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Retire in Style with MoneyGuidePro®
It’s never too early, or too late, to start planning 
for a more financially secure retirement. Let our 
advisors at Firehouse Financial Services (CUSO 
Financial Services, L.P.)* help you step into the 
retirement Confidence Zone. MoneyGuidePro 
addresses your biggest concerns—when to 
retire and how to afford the things that are most 
important to you.

•	  View the brochure and see the Confidence    
 Zone dashboard in action

•	  See how your financial plan will look.  
 View a sample plan

•	  Watch the video to learn more about the    
 benefits of financial planning
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Protect Yourself from Voicemail Phishing Fraud
Do you sometimes get a voicemail file in your email 
inbox? Beware, these files can be clever fakes 
hiding malware. Clicking on one of these files could 
infect your device and open the door for hackers to 
steal your data. How can you tell?

Watch the short video. It only takes a minute or two 
to review an email attachment for telltale signs of 
fraud, it takes a lot longer to recover from data or 
identity theft. Be safe!

Watch the Video

Learn More

https://firehousefinancial.org/wp-content/uploads/2020/07/MGP_Consumer_Brochure-Rebrand.pdf
https://firehousefinancial.org/wp-content/uploads/2020/07/MGP-sample-report_RM.pdf
https://player.vimeo.com/video/163437925
https://www.firefightersfirstcu.org/
https://www.youtube.com/watch?v=p-JkqvfeWuQ&feature=youtu.be
https://www.youtube.com/watch?v=p-JkqvfeWuQ&feature=youtu.be
https://firehousefinancial.org/retire-in-style/
https://player.vimeo.com/video/163437925

